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When most people connect to the internet through their 
tablets and smartphones, they might not know exactly what 
kind of technology makes the internet possible. But most 
physicists would know that at the physical network layer, 
internet data is composed of trains of short laser pulses zip-
ping through optical fibres. The technologies underpinning 
the internet were developed during the second half of the 
20th century, such as lasers, single-mode optical fibres, er-
bium-doped fibre amplifiers (EDFAs), electro-optic modula-
tors and semiconductors, just to mention a few. As numer-
ous technologies that are important for our society rely on 
the understanding of quantum mechanics, many refer to this 
as the first quantum revolution. 

While the discovery of quantum mechanics was essential 
for the invention of lasers, transistors and other devices, in 
applications they do not explicitly exploit quantum effects 
such as superposition or entanglement. Across the internet, 
for example, classical bits of information are encoded us-
ing the amplitude or phase of the laser pulses consisting 
of large number of photons, where quantum effects are too 
weak and subtle to detect.

Today physicists work on novel quantum technologies that 
explicitly use quantum superposition and entanglement for 
their applications, with the goal of building devices that can 
outperform classical devices for secure communication, 
sensing, simulation and computation. Many therefore argue 
that we are in the beginning of a second quantum revolu-
tion, which might define many of the technologies to come 
in the 21st century. In Switzerland many research groups 
realized the potential of quantum technologies early on 
and the SNSF supports the NCCR "QSIT - Quantum Sci-
ence and Technology" since 2011. On the European level 
a Flagship on Quantum Technologies is in the processes 
of being launched in 2018. At the same time large IT enter-
prises (Google, Intel, IBM, Microsoft) have started investing 
in quantum technologies. Here in Switzerland we recently 
saw ID Quantique, a spin-off company of our Department of 
Applied Physics at the University of Geneva that has com-
mercially pioneered quantum cryptography, joining forces 

with SK Telecom, the largest telecom operator in Korea. 
Clearly the recent gain in momentum for quantum technol-
ogies provides many exciting opportunities for researchers, 
students and engineers interested in quantum physics. The 
challenges are many as these new technologies are pushed 
upwards on the technological readiness ladder.

In this report I will focus on quantum communication over 
long distances, which has been identified as one of the key 
challenges for the coming decade. Today’s systems for 
quantum cryptography, such as those from ID Quantique, 
are based on technologies that are fundamentally limited to 
distances up to maybe 500 km, while continental distances 
of 1000 km or more definitely will be out of range. To over-
come this limit quantum repeaters have been proposed, in 
analogy to the classical repeater stations used in optical 
fibre communication. However, straightforward amplifica-
tion of signals does not work in quantum communication, 
so quantum repeaters rely on entirely different principles. 
In fact, a quantum repeater will need a whole set of new 
technologies, such as quantum memories for single pho-
tons, sources of entangled photons, and very efficient single 
photon counters. Among these the most difficult part is often 
considered to be the quantum memory, which is the focus 
of my own research at the Department of Applied Physics 
at the University of Geneva. Future quantum repeaters will 
allow the distribution of quantum resources such as entan-
glement, with applications that go beyond quantum cryptog-
raphy, e.g. for distributed computing or sensing applications, 
which lay at the heart of the vision of a quantum internet [1].

Quantum Key Distribution

The very first idea of a quantum communication protocol 
was published by Bennett and Brassard already in 1984 [2], 
who proposed a way to distribute a secret key between two 
parties where security can be guaranteed by the laws of 
quantum physics. So-called public key distribution is of even 
more importance now than back in 1984, as any secure 
communication over the internet (e.g. financial transactions) 
is based on public key distribution. The security of today’s 

Figure from the Quantum Manifesto published in May 2016.
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methods relies on mathematical problems that cannot be 
solved efficiently using known algorithms, but there is no 
guaranteed security with these methods. Also, a powerful 
quantum computer could break encrypted data in the fu-
ture, meaning that very sensitive data communicated today 
might not be entirely secure in the future (we might want 
some secrets, such as medical records, to be hack-proofed 
also for the next decades!). Quantum key distribution (QKD) 
schemes provide a new paradigm, where security is guar-
anteed by the laws of quantum physics, whether it is now or 
decades in the future.

In classical communication, the information is encoded into 
bits, 0s or 1s, which can be represented by laser pulses 
with different amplitudes, for instance. In quantum commu-
nication, the information is encoded as qubits, which can 
be arbitrary superposition states 0 1a b+  of some basis 
states  0  and 1 . In short, the security of QKD is based 
on the fact that non-orthogonal qubit states, for instance 
0  and 0 11

2 +^ h , cannot be measured simultaneous-
ly. In a QKD scheme, the sender (Alice) and the receiver 
(Bob) randomly switch between non-orthogonal qubit states 
and measurement bases. Any adversary (Eve) that tries to 
spy on the communication, for instance by measuring some 
qubits, will necessarily modify some qubit states and intro-
duce errors that are detectable by Alice and Bob. By meas-
uring the so-called quantum bit error rate (QBER), Alice and 
Bob can guarantee that a provable secret key can be ex-
tracted from the measurement outcomes.

So how does one realize a QKD scheme in practice? On 
Alice’s side the qubit is ideally encoded onto a single pho-
ton, because photons can travel far before losses become 
a problem. The qubit can be encoded into any degree of 
freedom, such as polarization, position or time(-bin). If the 
photon qubit will be sent through optical fibres then time-bin 
qubits are often used as they are more resilient to polar-
ization rotation in fibres. In practice one can also replace 
the single-photon source on Alice’s side by a laser pulse 
containing less than a photon in average (0.1 photons is 
commonly used), which is more practical than a true sin-
gle-photon source. On Bob’s side there is a qubit measure-
ment device and a single-photon counter.

The challenges of current QKD research is to increase the 
quantum key rate and the maximal usable distance, which 
are very important for real-life applications. These two as-
pects are linked together, as the exponential losses of any 
channel, such as an optical fibre, implies that the photon 
detection rate is decreasing as the distance is increased. 
For both objectives, the performance of the detectors is de-
termining. In the state-of-the-art QKD systems developed 
in the group of Prof. Hugo Zbinden at the University of Ge-
neva, see Figure 1, the source qubit rate is 2.5 GHz and 
secret key rates of more than 1 kbit/s over 200 km of fibre 
can be achieved using simple semi-conductor detectors [3]. 
In order to further improve these performances, the Geneva 
group develops, in collaboration with colleagues from the 
University of Basel (Prof. Richard Warburton), supercon-
ducting single-photon detectors featuring more than 80% 
of detection efficiency and almost arbitrarily low noise [4]. 
With these detectors and ultra-low loss fibres, transmission 
distances of more than 400 km are expected, as well as 

maximum secret key rates (over short distances) of up to 
100Mb/s.

The long-distance problem in QKD

The question is then how far one can transmit qubits with 
today's QKD systems ? The photon transmission probability 
of any optical channel is exponentially decreasing with the 
distance. Commercial ultra-low loss optical fibres have loss 
coefficients of about 0.17 dB/km. If we assume a QKD sys-
tem with an optimistic 10 GHz qubit rate, then the detection 
rate after 500 km is 31 Hz, which is still quite realistic for 
applications. But for a distance of 1000 km one would need 
to wait about 4 months to get a single photon detection!

In today’s optical fibre networks, the loss problem is solved 
by inserting optical amplifiers at appropriate intervals, which 
amplify the laser pulses carrying the classical bits. In quan-
tum communication this is not possible due to the no-clon-
ing theorem [5], which says that an unknown quantum state 
cannot be amplified (cloned) without introducing errors. So, 
without the possibility to faithfully amplify qubits, it would look 
like QKD, or any other quantum communication scheme re-
lying on sending qubits, is limited to about 500 km. But this 
is where quantum repeaters come in, as these can provide 
a solution to long-distance quantum communication in gen-
eral, and specifically to long-distance QKD.

Figure 1. (Top) Commercial QKD system from ID Quantique based 
on a 2nd generation research prototype from University of Geneva. 
(Bottom) 3rd generation QKD prototype under development in the 
group of Prof. Hugo Zbinden at University of Geneva (courtesy 
Alberto Boaron).
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But before describing the basic principles of quantum re-
peaters, I would like to mention the use of satellites for 
long-distance quantum communication. In 2016 China 
launched “Micius”, the first satellite dedicated to quantum 
science experiments. With “Micius” the group of Jian-Wei 
Pan demonstrated satellite-to-ground QKD up to distances 
of 1200 km [6]. These amazing experiments represent a 
real break-through for satellite-based QKD, but also reveal 
some of the limitations using satellites. The QKD downlink 
was only possible at night under good atmospheric condi-
tions, and the low-altitude orbit implied that the satellite only 
briefly passed over the ground station during each orbit. But 
satellite communication could be the only option for some 
geographical situations, as crossing an ocean or a large 
mountain range. In my opinion future quantum networks will 
probably rely on both satellites and fibre-optic networks on 
the ground, as is the case for classical communication net-
works.

Quantum Repeaters and Memories

The quantum repeater was first suggested by H.-J. Briegel 
et al. in 1998 [7], which is a method for overcoming the ex-
ponential loss-problem of point-to-point quantum commu-
nication. To understand how it works we need to have a 
basic notion of quantum entanglement, and the process of 
entanglement swapping. Let’s consider two photons A and 
B in an entangled state 0 01 1AB A B A B

1
2} = +^ h . If 

Alice measures photon A, she would randomly obtain either 
the result 0 or 1, and so would Bob if he measured photon 
B. However, if they compare the measurement results they 
would make the astonishing discovery that their results are 
perfectly correlated, for some choices of measurement bas-
es, although they could be space-like separated such that 
no signal traveling with the speed-of-light could explain this 
weird correlation (we say that the correlations are non-lo-
cal). Entanglement, and the non-local correlations that it can 
produce, was for a long time considered as only interesting 
for the foundations of quantum mechanics, but has since 
then entered the realm of applied physics through the inven-
tion of quantum technologies.

In quantum communications the correlated measurement 
results obtained with entangled states can be used for quan-
tum key distribution, as first proposed by Eckert in 1991 [8]. 
Shortly afterwards, in 1993, Bennet et al. realized that en-
tanglement can also be used to perform so-called quantum 
teleportation [9], by which a qubit can be teleported from 
one place to another provided that an entangled state has 

been created between the two places. This discovery led 
others to propose a way to “connect” two entangled states 
through a process known as entanglement swapping. Let’s 
say we have two independent pairs of photons AB and CD, 
both in entangled states AB}  and CD} . In entanglement 
swapping we perform a joint measurement on the photons 
B and C, a so-called Bell-state measurement (BSM), which 
projects photons A and D onto an entangled state AD}  
without them ever having interacted directly [10]! In fact, 
photons A and D could be 100s of km apart, as long as pho-
tons B and C are brought together to some measurement 
station where the BSM is performed.

This is the central concept behind quantum repeaters, as 
illustrated in Figure 2. If we want to entangle two systems 
(e.g. photons) over a very large distance, then we divide the 
total distance into shorter segments (elementary links) over 
which the losses are sufficiently low to be able to distrib-
ute entanglement (let’s say between 50 and 100 km). Once 
this step is done, one can perform BSMs on neighbouring 
entangled particles to swap the teleportation over ever larg-
er distances, to end up with one final entangled state over 
let’s say 1000 km. Now, when using entangled photons the 
great difficulty is to succeed in the BSM. The photons have 
to travel large distances before reaching the BSM, meaning 
there is a significant probability of losing at least one of the 
photons, if not both. This is why we need quantum memo-
ries.

A quantum memory is a device that can store a single pho-
ton, effectively stopping it inside the memory, without de-
stroying the quantum state that it carries. In most memo-
ries this is achieved by coherently mapping the quantum 
state carried by the photon onto a highly coherent atomic 
system, using some specifically engineered light-matter in-
teraction. When we want to use the photon, we should be 
able to “push a button” to release it and use it, which usually 
means time-reversing the interaction process, as illustrated 
in Figure 3.

In the repeater, a quantum memory allows us to wait until 
two memories are charged with photons, before releasing 
both of them for the BSM. This ability is absolutely crucial 
in order for quantum repeaters to work over large distanc-
es. Please note that one doesn’t necessarily need to store 
the photon for very long durations, as in a classical memory 
(e.g. a hard drive). It is more like a buffer memory that allows 
us to temporarily store a photon. A quantum memory with a 
lifetime of about 1 seconds would already be very useful, 
but this is extremely challenging as the memory must then 
be able to preserve the quantum coherence during this time.

Figure 2. A quantum repeater breaks up the total distance between 
points A and Z into shorter elementary links. Entanglement bet-
ween quantum memories (QM) in each node (A to Z) is established 
independently using entangled photons. Entanglement swappings 
using Bell-state measurements (BSMs) then extend the entangle-
ment to points A and Z.

Figure 3. A quantum memory allows to write the qubit carried by 
a photon onto some material, here an ensemble of atoms or ions. 
After some variable time the memory can be read out, thereby cre-
ating an output photon carrying the same qubit state.
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Several different physical system have been considered 
as quantum memories for repeaters. In Switzerland a few 
groups work on these, including quantum dots [11] (Prof. 
Ataç İmamoğlu at ETH), atomic vapours [12] (Prof. Philipp 
Treutlein in Basel) and rare-earth (RE) ion doped crystals 
(our group at the University of Geneva) [13,14]. It would 
be out of the scope of this report to discuss them all, I will 
therefore only mention a few important results that we have 
achieved recently using RE crystals.

Quantum memories based on RE crystals, see Figure 4, 
have several appealing properties for quantum memories, of 
which maybe two stands out; long coherence times (i.e. long 
memory times) and the ability to store many photonic qubits 
in one device (multiplexing). Just as in classical networks 
multiplexing means higher rates, and it has been shown that 
multiplexing is crucial for long-distance quantum repeaters. 
However, it has proven very challenging to store more than 
one qubit in any quantum memory. In 2008 colleagues and 
I proposed a new quantum memory scheme that has the 
highest multiplexing capability [13], specifically when used 
in conjunction with RE crystals. Using this scheme we were 
able to store five polarization qubits inside a RE crystal for 
up to about 1 ms [14], see Figure 5, a significant improve-
ment for quantum memories based on solid-state materials. 
In a more recent experiment we could show that the memory 
can store quantum correlations on the same time scale [15], 
which is a key requirement for repeaters. But many chal-
lenges remain, such as improving the memory efficiency, 
and further increasing the memory lifetime and multiplexing 
ability. In particular these key properties must be improved 
simultaneously in one memory device, which is a challenge 
for all the different approaches to quantum memories. For 
readers especially interested in quantum memories I refer 
to the following Physic Today feature article that colleagues 
and I wrote in 2015 [16].

The Quantum Internet

A quantum repeater uses entanglement as its key resource, 
meaning that it can be used for much more than conven-
tional QKD. Entanglement-based quantum communication 
allows so-called device independent schemes, for QKD, 
random-number generation and other applications, where 
security can be guaranteed by the user without even trust-
ing the device manufacturer. A repeater could also be used 
to teleport a quantum state over a very large distance. In a 
proof-of-principle experiment we recently demonstrated this 
by teleporting a polarization qubit from a telecom photon 
into a quantum memory [17]. Building on such experiments 

one could imagine to connect smaller quantum computers 
using repeater links, to realize a larger, more powerful, dis-
tributed quantum computer [1]. It could also allow a user to 
connect to a powerful quantum computer and perform the 
computation without its owner having any knowledge about 
the results (blind quantum computing). The possibilities of 
a network of quantum processers connected through a re-
peater network are many, and some of them we probably 
can’t even imagine now. It is therefore important to get a 
larger part of the society involved in this endeavour, if we 
truly are to unlock the potential of quantum technologies.
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Figure 4. A quantum memory based on a Europium-doped crystal. 
The crystal is mounted inside a closed-cycle cryostat that cools 
it to about 3 K. Multiple photonic qubit can be stored inside this 
crystal for durations of up to one milliseconds.

Figure 5. (Top) Illustration of the sequence of input and output 
pulses (orange), optical (yellow) and radio-frequency (blue) con-
trol pulses used in a quantum memory experiment. The intense 
control pulses coherently maps the input pulses into the memory, 
and assures the mapping back into the output pulses. (Bottom) 
Experimental photon counting histogram showing five input and 
output pulses, which are stored for about 0.5 ms. Each input pulse 
contains about two photons in average.


